Introduction
The traditional process of election is quite tedious, time consuming, cumbersome because voter"s come in person and vote at pre-assigned voting booth. But in era of networking and internet, we can overcome this problem by using the electronic voting system (EVS). EVS is expected to make our modern social life more convenient, efficient, inexpensive and. without disturbing the daily routine life. It is possible by voter to vote to its desire candidate in the National Election Day from his home or at working place. [1] Electronic voting has attracted much interest recently and a variety of schemes have been introduced. Some papers [11, 12] give a good general introduction to different e-voting approaches, their mechanisms, security requirements, and so on. In this paper, we will not repeat them, but only focus on three security properties, receipt-freeness, and individual verifiability and no-cheating, which are the focuses of this paper.
Each voter encrypts his/her vote and then gets the encryption blindly signed by a validator. The voter un-blinds the signature and sends the encryption and the signature to a voting authority via an anonymous channel, for privacy. At the end of the voting period the authority posts all encrypted votes and their blind signatures on a bulletin board .Each voter checks that his/her encrypted vote is on the board and then sends the decryption key to the authority, also anonymously. The authority decrypts the votes and posts the tally on the board. An advantage of blind signature election schemes is that their communication and computation overhead is fairly small even when the number of voters is large.
Many extensive researches on electronic voting have been conducted and therefore there are now extensive lists of security requirements available. Without these security requirements, numerous opportunities for a widespread fraud and corruption may exist. In order to overcome these problems, an election should have the following requirements. [8, 9] 
The basic idea is the following. A sends a piece of information to B which B signs and returns to A. From this signature, A can compute B"s signature on an a priori message m of A"s choice. At the completion of the protocol, B knows neither the message m nor the signature associated with it. The purpose of a blind signature is to prevent the signer B from observing the message it signs and the signature; hence, it is later unable to associate the signed message with the sender A.
In this paper, we will propose a simple and efficient method to improve individual verifiability to the scheme, meanwhile maintaining all other security properties. The proposed blind signature scheme is organized as follows: In Section 2, it has been described in brief the relative researches in public key security algorithm based on block cipher or hill cipher. In Section 3 provides the method and detailed steps on the proposed method of digital signature scheme, It can be used electronic voting system based on public key security algorithm. An implementation and the illustration are demonstrated in Section 4. In Section 5, the design of the experimental results and performance analysis is discussed; finally, in Section6 offers conclusions.
II. Related Works
Zhe Xia, Steve Schneider proposed A New Receipt-Free E-Voting Scheme Based on Blind Signature in 2006. It is a simple and efficient method, applying the secret ballot technique introduced by the voter scheme to improve individual verifiability to the later work. The scheme is the only receipt-free scheme in which voters can verify both the ballot recording process and the ballot counting process. [10] Subariah Ibrahim, Maznah Kamat, Mazleena Salleh, Shah Rizan Abdul Aziz proposed Secure EVoting With Blind Signature in 2008. In this proposal, they suggested a new electronic voting system, E-Voting for a general election. The provider, which is an open source library, is used to provide the secure communication channel. The voter"s private key for digital signature is protected by using password-based encryption with SHA and Twofish-CBC algorithm so that only valid voter can use it. [2] Patil V.M. proposed in 2010 Secure EVS by using blind signature and cryptography for voter"s privacy & authentication.
In that proposed protocol secure for large scale election system. The bio-matrix authentication system provides the uniqueness. Nidhi Gupta, Praveen Kumar and Satish Chhokar proposed in 2011 "A Secure Blind Signature Applications in E-Voting". In this paper we apply a technique called blind signatures to a voter"s ballot so that it is impossible for anyone to trace the ballot back to voter. E-voting employs cryptographic technique to overcome the security issues in the election process. The proposed scheme fully conforms to the requirement of large scale election such as privacy, fairness, unreusability. [7] The proposed blinding signature scheme new algorithm based on Hill cipher"s or linear block cipher. The block cipher is susceptible to cryptanalysis and unusable in practice, but still serves an important pedagogical role in both cryptology and linear algebra. In general, the key space of the Hill cipher is precisely GL(r, Z m ) the group of r x r matrices that are invertible over Z m for a predetermined modulus m. [4] 
III. Proposed Scheme
A large number of protocols and more generalised schemes for electronic voting have been proposed since 1981. Many of them share some common characteristics, a fact that has been utilised as the criterion for their rough classification presented next. The general procedure of the electronic voting process is presented in the following sections.
Registration Phase
A voter must register with the registrar, identifying himself as an eligible voter. Upon registering, the registrar assigns a unique identification number to the voter, places the voter"s name and ID in the registered voter list, and sends the ID without the name to the authenticator. The authenticator generates a unique pair of public/private keys for the ID it received, stores them in a list, and sends the pair of the public keys and the ID to the registrar. The registrar then sends the pair back to the voter.
Voting Phase
In order to vote, the voter contacts the distributor and asks for a ballot. The distributor randomly selects a ballot and sends it to the voter, who, in turn, requests and receives the matching pair for the received ballot from the matcher. The voter then signs the encrypted version of the desired vote using his signature key and sends them to the authenticator, along with the ballot"s ID number and the voter"s own ID. The voter also informs the registrar that he has cast a vote but it is not required to tell the registrar which ballot ID it used. The authenticator checks the signature to authenticate the voter and verifies that the authenticated voter is permitted to vote in the given election. Once authenticated, the authenticator passes only the legitimate encrypted vote and the ballot"s ID to the counter. The voter gets a receipt, confirming that the authenticator has received the ballot packets.
Tallying and Verification
For verifying the vote tally, the counter simply decrypts the votes it has received. After the tallying of the votes, each authority releases certain information to the public. To verify the integrity of the election, the verifier compares certain published lists. The authenticator publishes the list containing the encrypted ballots and the ballot ID. The counter publishes its version of the same list and the verifier confirms that these lists are identical.
The most widely using RSA equation for encryption and decryption are as follows: Encryption: C = M e mod n Decryption: M= C d mod n
In E-Voting, digital signature is created by using RSA encryption. Signature, S =H d mod n To verify the message, the receiver will hash the message, M by using the same digest function. At the same time, the signature, S is decrypted using the receiver"s public key. H = S e mod n. The results of the two processes are then compared.
3.1.1 RSA Protocol 1. Notation. B"s RSA public and private keys are (n, e) and d, respectively. k is a random secret integer chosen by A satisfying 0 ≤ k ≤ n − 1 and gcd(n; k) = 1. 2. Protocol actions. 
IV. Result Analysis
The algorithm executes on PC computer of CPU Intel Pentium 4, 2.2 MHz Dual Core. The programs implemented using MATLAB and messages are stored in 3 different arrays for blinding, signing and unblinding scheme. It is tested with the length of 100 characters. The above result shows system prototype that implements security protocols that meet the security requirements of an EVS. With this system, electronic ballots are generated automatically. The participation rate of voting is expected to increase because voters do not have to line-up in a long queue anymore. With electronic ballots, results can be obtained faster than the traditional voting.
V. Conclusion
The proposed new protocol system is fully secure for large scale election system. The employment of electronic voting systems for organising and conducting large-scale elections in a secure way is feasible, provided that certain deficiencies of existing voting protocols are successfully addressed. Specifically, the block cipher has been demonstrated that several security requirements are contradicting each other, thus requiring special treatment, while there are requirements that can either not be fulfilled, given the currently available technology, or they can be handled provided that a substantial increase in cost and complexity is accepted. The new e-voting system demonstrated by the fact that none of the existing voting protocols supports reasonable cost, complexity and security.
